
NORTHERN BEDFORD COUNTY SCHOOL DISTRICT  
BOARD OF SCHOOL DIRECTORS 

Agenda for Tuesday, October 11, 2011  

1 
 

Opening  
1. Call to order 
 
2. Prayer and Pledge to Flag. (Led by Elizabeth Boyd) 

 
3. Roll Call 

 
Public Comment and Reports  
4. Recognize citizens who wish to address the board. 

 
5. Approve the minutes of the September 13, 2011 meeting. 

SNYDER TROUTMAN 
 

6. Communications 
One item of communication was read from Tina Snowberger requesting family medical leave. 
 

7. Student Board Representative Report by Courtney Reasy. 
Courtney Reasy, student council President, reported to the board about homecoming.  The 
theme was Island Getaway.  The student council decorated the field for the homecoming pep 
rally and the football game Friday night by placing tiki torches, tropical flowers, and a floral 
wooden archway on the field.  They also decorated the cafeteria for the homecoming dance 
which was held Saturday, October 8, 2011.  The student council made $770 from the dance.  
An upcoming event for the student council includes, helping with the Hopewell Food Bank on 
October 20, 2011.  Each month student council members will be volunteering their time by 
helping at the food bank on every third Thursday.  Also, we are thinking about a possible 
fundraiser that will go towards the Make a Wish foundation.  Too add, next month we will be 
hosting a blood drive on November 21.  The student council is always actively seeking ways 
that the student council can help the commu nity with any ser vice projects.  Mr. King 
suggested that the student council look for ways to hel p with the upcoming repairs to Panther 
Paradise at the elementary.  
 

8. Presentation on Academic Standards and Assessments by Wayne Sherlock and Carol Louden. 
 

Project  
9. Approve Exhibit A Supplemental Agreement & Initial Information for Project 218010301 to 

cover the building and building system upgrades related work coordinated by an Energy 
Services Company (Reynolds Energy).  This is part of the ESCO for the Middle/High School.  
Costs not to exceed $150,000. (Pages 52-56) 
MOTION TO TABLE BOYD CRONRATH 
 

10. Grant permission to enter contracts with Keller Engineering for the Plancon and Athletic field 
development.  These contracts also provide for the submission of permits required for land 
development by Pennsylvania Department of Environment Protection (DEP) with a cost to not 
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exceed $20,000 for Athletic field development. (Pages 57-66)  CRONRATH BOYD 
 

11. Grant permission to enter contracts with CMT Laboratories for geotechnical site work as 
connected with the upcoming high school building project  and athletic field work  per a request 
for proposal conducted by Stantech.  The cost of the services will be $14,679.50 as outlined 
and recommended by Stantech. (Pages 48-51)  SNYDER TROUTMAN 
 

Personne l CONSENT MOTION BOYD CRONRATH FOR ITEMS 12 -18 AND 20 -23  
12. Grant permission to have Jessica Musselman, a current food service employee working 2.5 

hours, to work up to 5.0 additional hours for the maintenance department.  
 

13. Grant permission for family medical leave for Tina Snowberger beginning on or around 
November 14, 2011 thru February 6, 2012.  
 

14. Approve the following people as substitute employees provided each candidate has on file a 
valid teaching certificate (professional), criminal background check, child abuse history 
clearance, FBI fingerprinting, required health examination and TB test, and Federal form I -9. 
 
Carlton Blanchard  IU08 Substitute 
Ginger Morgret  IU08 Substitute 
Jennifer Foor   Food Service Substitute 
Melissa Ortego  IU08 Substitute 
Desirae Skadal  IU08 Substitute 
Kelly Klaiber   IU08 Substitute 
 

15. Approve the following as Winter Coaches/Volunteers 
 
Jason Free   Assistant Boys Varsity Basketball Coach 
Barry Crawford  Head Boys Varsity Basketball Coach 
Todd Eckenroad  Head Girls Varsity Basketball Coach 
Lindsay Clark   Assistant Girls JV/Varsity Basketball Coach 
Shawn Hicks   Assistant Junior High Boys Basketball Coach 
Todd England  Assistant Junior High Girls Basketball Coach 
Brittany Baker  Volunteer Junior High Girls Basketball Coach 
Randy Vasas   Volunteer Junior High Girls Basketball Coach 
Bonnie Barton  Varsity Basketball Cheerleader Advisor 
Chelsy Cottle   Volunteer Basketball Cheerleader Advisor 
Ashlan Clark   Wrestling Cheerleader Advisor 
Kim Clark   Volunteer Cheerleader Advisor 
Dean Potter   Volunteer Elementary Boys Basketball Coach 
Mark Muthler   Volunteer Elementary Boys Basketball Coach 
Tim Drenning   Volunteer Elementary Boys Basketball Coach 
Tom Foor   Volunteer Elementary Boys Basketball Coach 
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Approvals  
16. Grant permission for Carol Louden and Karen McKnight to attend the award ceremony for the 

National Blue Ribbon School Award in Washington, DC to be held November 14 and 15, 2011.  
Estimated cost to the district is $750.  
 

17. Grant permission for Craig Curfman to attend 2011 Technology and Engineering Education 
Association Conference in Camp Hill, PA on November 3 and 4, 2011.  Estimated cost to the 
district is $650. 
 

18. Grant permission for James Over to accompany FFA students to the 2011 National FFA 
Convention in Indianapolis, IN to be held on October 18 -21, 2011.  Substitute teacher costs of 
$320 will be covered by the district.  All other registration, mileage and meal will be funded by 
the NBC FFA Activity fund. 
 

19. Approve the following policies: 
 
Confidentiality of Special Education Student Information  113.4 
Acceptable Use of Internet, Computers and Network Resources 815 
Email          815.1 
SNYDER BOYD 
 

20. Approve an adult cabinet making education class open to community members to be 
conducted by Brian Frederick.  Classes will be offered Monday and Wednesdays beginning 
January 9, 2012 and ending February 29, 2012 from 6:00 pm until 9:00 pm.  The cost of the 
class will be $100 plus the cost of materials.  Class size will be limited to no greater than 14 
students on a first come first serve basis. 
 

21. Approve the transportation contracts for 201 1/12 school year as follows: 
 
Leidy/Cragan Transportation LLC   $293,814.38 (11 busses; 615.3 miles per day) 
Carbaugh Bus Company LLC  $203,184.33 (9 busses; 1 van; 508 miles per day) 
Donna Horton    $ 12,439.02  (1 van; 46.8 miles per day)  
Total of all cont racted bus services  $509,437.73 
This total reflects only contracted bus services and does not include any van services. 
 
Plus diesel fuel cost adjustment for school buses used for regular student transportation per 
the schedule below.  
Cost $2.50 - $2.74/gallon   $.02 adjustment per mile  
Cost $2.75 - $2.99/gallon   $.04 adjustment per mile  
Cost $3.00 - $3.24/gallon   $.06 adjustment per mile  
Cost $3.25 - $3.49/gallon   $.08 adjustment per mile  
Cost $3.50 - $3.74/gallon   $.10 adjustment per mile  
Cost $3.75 - $3.99/gallon   $.12 adjustment per mile  
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Cost $4.00 - $4.25/gallon   $.14 adjustment per mile  
Cost $4.26 - $4.50/gallon   $.16 adjustment per mile  
Cost $4.51 - $4.75/gallon   $.18 adjustment per mile  
Cost $4.76 - $5.00/gallon   $.20 adjustment per mile  
Cost $5.00 - $5.25/gallon   $.22 adjustment per mile  
Cost $5.26 - $5.50/gallon   $.24 adjustment per mile  
Cost $5.51 - $5.75/gallon   $.275 adjustment per mile  
Cost $5.76 - $6.00/gallon   $.31 adjustment per mile  
 
If diesel prices exceed $6/gallon, it is agreed that negotiations would be re -opened in regard 
to fuel adjustments.  Rate for late bus for athletics and activity runs will be $1.95/mile plus 
layover at $9/hour.  Rate for after school program and vans for transporting alternative 
education, non-public students, and vocational students transported to GCTC will be 
$1.70/mile.  
 

22. Approve the purchase of 32 Analog 128 Channel radios to replace current digital radios used 
by maintenance, administrators and faculty at a total cost of $12,096.  These radios are vital 
to communication and many safety issues.  The bid is below state contract pricing being 
purchased from ComPros in Altoona, PA. 
 

23. Approve $300 donation to Southern Cove E.M.S. 
 

REPORTS AND DISCUSSION  ï CONSENT MOTIN 24 -28 CRONRATH SNYDER  
 

24. Administrative Reports 
 

25. Federal Programs Report 
 

26. Athletics Report 
 

27. Financial Reports  
 

28. Approve payment of invoices.  
 

29. Executive Session to be called for personnel reasons. 
 

30. Adjournment ï SNYDER BOYD 8:00 PM 
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The Board of Directors of the Northern Bedford County School District met on Tuesday, 
September 13, 2011 at 6:00 pm  in Room 138 of the high school building in Loysburg, PA.  
 
The following members were present:  Elizabeth Boyd, Melissa Douglas, Alan Drenning, Larry 
Garlock, Byron Morral, Matt Snyder, and Suzette Troutman.  Absent:  John Dively and Chris 
Cronrath.   Also present were Mr. Scott E. King, Superintendent; Mr. Trevor Replogle, Middle 
School Principal; Mr. Dave Burkett, High School Principal; Mr. Wayne Sherlock, Supervisor of 
Curriculum and Instruction; Ms. Carol Louden, Elementary Principal; Teri Biddle, business 
manager/board secretary; John Eshelman, Kevin Gable, Mike OôDellick, Kelly Sparks and Bill 
Fisher and Chris Burlingame of the Morrisons Cove Herald. 
 
The agenda was reviewed in preparation for the public meeting.  Rick Karcher, of Stantec, also 
addressed the board regarding the elementary window issue still leaking following the repairs 
already made. 
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The Board of Directors of the Northern Bedford County School District met on Tuesday, 
September 13, 2011 at 7:30 pm  in the Room 136 of the high school building in Loysburg, PA.  
 
The following members were present:  Elizabeth Boyd, Melissa Douglas, Alan Drenning, Larry 
Garlock, Byron Morral, Matt Snyder, and Suzette Troutman.  Absent:  John Dively and Chris 
Cronrath.   Also present were Mr. Scott E. King, Superintendent; Mr. Trevor Replogle, Middle 
School Principal; Mr. Dave Burkett, High School Principal; Mr. Wayne Sherlock, Supervisor of 
Curriculum and Instruction; Ms. Carol Louden, Elementary Principal; Teri Biddle, business 
manager/board secretary. 
  
Also present was John Eshelman, Ken Dibert, Dakota Hughes, Matt Brown, Joshua Zelanko, 
Elizabeth Koehler of the Bedford Gazette and Chris Burlingame of the Morr isons Cove Herald  
 

1. The meeting was opened with prayer and pledge to the flag led by Larry Garlock. 

2. Joshua Zelanko addressed the board regarding the hand signals being used at the 

elementary school.  Mr. King answered the question by explaining that the te acher 

inservice at the beginning of the school year was presented by APL.  Part of the training 

was to make your learning easier and your rules for the classroom known and followed.  

Mr. Sherlock, Supervisor of Curriculum and Instruction, stated that the APL training 

emphasized instructional strategies and classroom management techniques.  It will allow 

the teachers to have better classroom management and in turn have more time for 

instruction.  The administrators are taking a step back to get parameters an d consistency 

among grade levels at the elementary, middle, and high school. For example, if a student 

needs to sharpen their pencil, itôs a way to not interrupt the entire classroom instruction 

to allow that student to sharpen their pencil.  Ms. Louden, E lementary Principal and Mr. 

Sherlock gave examples and explained the term ñRe-teachingò which also came out of 

the recent inservice training.  

3. Mrs. Boyd moved, seconded by Mrs. Troutman, to approve the minutes of the August 9, 

2011 meeting.  All members present voted ñyesò. 

4. It was announced that an executive session was held prior to the start of the 7:30 

meeting for reasons of personnel. 

5. Courtney Reasy, the student council President, could not attend the meeting this evening 
but did file a report which was  read.  Upcoming events that student council is planning 
include the homecoming dance on October 8th.  The theme for this yearôs dance will be 
Island Getaway.  Also, we will be hosting a blood drive on November 21st in the high 
school gym.  Student council would also like to do a service project this year.  If the 
board or administrators have any suggestions for these projects, the student council 
would like to hear them soon.  

6. Recognition was given to the Northern Bedford High School Auto Club by presenting to 
Ken Dibert, Auto mechanics instructor and his students Dakota Hughes and Matt Brown, 
the Outstanding Community Service Award.  The award was given on behalf of the 
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Hollidaysburg Veterans Home.  The students and Mr. Dibert expressed how greatly they 
are influenced by visiting the  Hollidaysburg Veterans Home.   

7. Mrs. Boyd moved, seconded by Mr. Drenning, to do the following items as a consent 
motion.  All members present voted ñyesò. 

 
 Approve the following people as substitute employees provided each candidate has 

on file a valid teaching certificate (professional), criminal background check, child 
abuse history clearance, FBI fingerprinting, required health examination and TB test, 
and Federal form I-9. 
 
Heather Salisbury  Social Studies and English 
Jennifer Long   Music K-12 
Samantha Brumbaugh  Elementary K-6 
Vanessa Ebersole  Elementary K-6 
Sonja Ebersole   Instructional Assistant 
Nicole Diehl   Food Service 
Jennifer Long   Food Service (pending completion of paperwork) 
Lisa College   Food Service (pending completion of paperwork)  
 

 Grant permission to hire Jolinda Mock as a Dishwasher/Kitchen Worker (5.75 
hours/day) in the elementary food service department.  

 Grant permission to hire Jessica Musselman as a Dishwasher (2.5 hours/day) in the 
elementary food service department. 
 

 Approve Gary Lee Smith as a substitute bus and van driver for Leidy-Cragan 
Transportation. 

 Grant permission to contract with Extended Family Programs, Inc. and Appalachia 
Intermediate Unit 08 for services associated with students placed at Extended 
Family Academy.  
 

 Approve the following job descriptions.  
Secretarial ï Food Service 
Kitchen Manager 

8. Mr. Snyder moved, seconded by Ms. Douglas, to do the following items as a consent 
motion.  All members present voted ñyesò. 
Administrative Reports 
Federal Programs Report 
Athletics Report 
Financial Reports 
Approve the payment of invoices 

9. Mr. Snyder moved, seconded by Mrs. Boyd, to grant permission to issue a change order 
of up to 10% of the original bid ($27,300) o n the elementary windows by Lawruk 
Builders to apply the exterior sealant at three designated locations to determine if the 
window water leaking problem can be resolved or the problem determined.  

10. Mr. Drenning moved, seconded by Mr. Snyder, to adjourn the meeting at 8:20 pm.
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 113.4.  CONFIDENTIALITY OF SPECIAL EDUCATION  

STUDENT INFORMATION 
 

1. Authority 
 Pol. 113 

The Board recognizes the need to protect the confidentiality of personally 
identifiable information in the education records of students with disabilities.  
 

 34 CFR 
 Sec. 
300.611- 
   300.627 

The district shall maintain a system of safeguards to protect the 
confidentiality of studentsô educational records and personally identifiable 
information when collecting, retaining, disclosing and destroying student 
special education records, in accordance with Board policy, state 
requirements, and federal and state law and regulations.  
 

 34 CFR  
 Sec. 
300.520,  
 
 300.625 
 

The rights provided by this policy apply to parents/guardians of students 
who receive special education programming and services from the district or 
an outside program provided through the district.  

2. Definitions 
 34 CFR 
 Sec. 300.611 
 

Destruction shall mean the physical destruction or removal of personal 
identifiers from information so that the information is no l onger personally 
identifiable. 
 

 34 CFR 
 Sec. 99.3 

Disclosure shall mean to permit access to or the release, transfer, or other 
communication of personally identifiable information contained in education 
records by any means, including oral, written, or e lectronic means, to any 
party except the party identified as the party that provided or created the 
record. 
 

 20 U.S.C. 
 Sec. 1232g 
 34 CFR 
 Sec. 99.3 
 Pol. 216 
 

Education Records, for purposes of this policy, shall include the records and 
information covered under the definition of education records in the Family 
Educational Rights and Privacy Act (FERPA) and its implementing 
regulations. 
 

34 CFR 
Sec. 99.3, 300.32 

Personally identifiable information includes, but is not limited to:  
 

 1. The name of a student, the student's parents/guardians or other family 
members. 
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 2. The address of the student or studentôs family. 

 
 3. A personal identifier, such as the student's social security number, 

student number, or biometric record.  
 

 4. Other indirect identifiers, such as the studentôs date of birth, place of 
birth, and motherôs maiden name. 

 
 5. Other information that, alone or in combination, is linked or linkable to a 

specific student that would allow a reasonable person in the school 
community, who does not have personal knowledge of the relevant 
circumstances, to identify the student with reasonable certainty.  

 
 6. Information requested by a person who the district reasonably believes 

knows the identity of the student to whom the education record relates.  
 

3. Guidelines  
 

Parental Access Rights 

 34 CFR 
 Sec. 99.10, 
 
 300.613 

The district shall permit parents/guardians to inspect and review any 
education records relating to their child(ren) that are collected, retained, or 
used by the district in connection with provi ding special education services 
to the student.  
 

 The district shall comply with a parental request to inspect and review 
education records without unnecessary delay and before any meeting 
regarding an Individualized Education Program (IEP); any impartial due 
process hearing relating to the identification, evaluation, educational 
placement, or the provision of a free and appropriate public education 
(FAPE) to a student; a hearing related to the discipline of the student; and a 
resolution meeting. 
 

 34 CFR 
 Sec. 99.4, 
 
 300.613 

The district shall presume a parent/guardian has authority to inspect and 
review records relating to his/her child unless it has been provided 
documentation that the requesting parent/guardian does not have this 
authority under appli cable state law. 
 

 34 CFR 
 Sec. 99.10, 
 
 300.613 

The district shall comply with a parental request for review within forty -five 
(45) days following receipt of the request.  
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 A parentôs/guardianôs right to inspect and review education records includes 
the right to:  
 

 1. A response from the district to reasonable requests for explanations and 
interpretations of the records;  

 
 
 
 
2. Request that the district provide copies of the records if failure to 

provide copies would effectively prevent the parent/guardian f rom 
exercising the right to inspect and review the records; and  

 
3. Have a representative inspect and review the records.  
 

 34 CFR 
 Sec. 99.12, 
 
 300.615 
 

If an education record includes information on more than one (1) student, 
the parents/guardians shall have access only to the information relating to 
their child or shall be informed of the information in the record.  
 

 34 CFR 
 Sec. 300.616 

The district shall provide parents/guardians, upon request, a list of the types 
and locations of education records collected, maintained, or used by the 
district.  
 

 Fees 
 

 34 CFR 
 Sec. 99.11, 
 
 300.617 

The district may charge a fee for copies of records that are made for 
parents/guardians so long as the fee does not effectively prevent 
parents/guardians from exercising their right to inspect and review those 
records. 
 

 The district shall not charge a fee to search for or to retrieve information in 
response to a parental request.  
 

 Record Of Access 
 

 34 CFR 
 Sec. 300.614 

The district shall keep a record of parties obtaining access to education 
records collected, maintained, or used in providing special education to 
students with disabilities, except access by parents/guardians and 
authorized district employees. 
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 The districtôs record of access shall include the name of the party, the date 
access was given, and the purpose for which the party is authorized to use 
the records.  
 

 Amendment Of Records Upon Parental Request 
 

 34 CFR 
 Sec. 99.20, 
 
 300.618 

If a parent/guardian believes that information in the studentôs education 
records is inaccurate, misleading or violates the privacy or other rights of the 
student, the parent/guardian may request that the district amend the 
information.  
 

 The district shall decide whether to amend the information within a 
reasonable period of time from receipt of the request.  
 

 If the district declines to amend the information in accordance with a 
parental request, the district shall inform the parent/guardian of the refusal 
and advise the parent/guardian of the right to a hearing.  
 
 

 Records Hearing 
 

 34 CFR 
 Sec. 99.21, 
 
 300.510-
 
 300.516,  
 
 300.619 

The district shall, on request, provide parents/guardians with an opportunity 
for a hearing to challenge information in the studentôs education records to 
ensure that the information is not inaccurate, misleading, or otherwise in 
violation of the studentôs privacy or other rights. The district recognizes that 
parents/guardians who believe that there is a due process violation relating 
to an alleged violation of confidentiality may also  request a special education 
due process hearing. 
 

 Hearing Procedures 
 

 34 CFR 
 Sec. 99.22, 
 
 300.621 
 

A hearing to challenge information in education records must meet the 
following requirements:  
 
1. The district shall hold the hearing within a reasonabl e time after 

receiving the request for a hearing.  
 
2. The district shall give the parent/guardian reasonable advanced written 

notice of the date, time, and place of the hearing.  
 
3. The hearing may be conducted by any individual, including a district 
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official, who does not have a direct interest in the outcome of the 
hearing.  

 
4. The district shall give the parent/guardian a full and fair opportunity to 

present relevant evidence. The parent/guardian may, at his/her own 
expense, be assisted or represented by one (1) or more individuals of 
his/her choice, including an attorney.  

 
5. The district shall inform parents/guardians of its decision in writing 

within a reasonable period of time after the hearing.  
 
6. The decision must be based solely on the evidence presented at the 

hearing, and must include a summary of the evidence and the reasons 
for the decision.  

 
 Result Of Hearing 

 
 34 CFR 
 Sec. 99.21, 
 
 300.620 

If, as a result of the hearing, the district decides that the information is 
inaccurate, misleading, or otherwise in violation of the studentôs privacy or 
other rights, the district shall amend the information accordingly and inform 
the parent/guardian in writing.  
 
 
 
 
 

 If, as a result of the hearing, the district decides that the information is not 
inaccurate, misleading, or otherwise in violation of the studentôs privacy or 
other rights, the district shall inform the parent/guardian of the 
parentôs/guardianôs right to place in the studentôs records a statement 
commenting on the information and/or providing any reas ons for 
disagreeing with the districtôs decision. 
 

 Any explanation placed in the studentôs records shall be:  
 

 1. Maintained by the district as part of the studentôs records as long as the 
record or contested portion is maintained by the district; and  

 
2. Included with the record or contested portion if the record or contested 

portion are disclosed to any party.  
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 Storage, Retention And Destruction Of Information  
 

 34 CFR 
 Sec. 300.623 

The district shall store all education records and personally identifiable 
information of students receiving special education services in such a way as 
to protect the confidentiality and integrity of the records and information, 
prevent unauthorized access to and disclosure of records and information, 
and ensure compliance with other legal and regulatory requirements 
regarding records retention. 
 

 34 CFR 
 Sec. 300.623 

The district shall maintain, for public inspection, a current listing of the 
names and positions of those district employees who have access to 
personally identifiable information.  
 

 Pol. 216 In order to comply with state compliance monitoring requirements, the 
district shall maintain education records for students receiving special 
education services for at least six (6) years. 
 

 34 CFR 
 Sec. 300.624 

The district shall inform parents/guardians when personally identifiable 
information collected, maintained, or used is no longer needed to provide 
educational services to the student. After notice, such information shall be 
destroyed upon parental request. 
 

 34 CFR 
 Sec. 99.10 

No education record shall be destroyed if there is an outstanding request to 
inspect or review the record or if a litigation hold exists.  
 

 34 CFR 
 Sec. 300.624 

The district shall maintain a permanent record of the studentôs name, 
address, and phone number, his/her grades, attendance record, classes 
attended, grade level completed, and year completed. 
 

 34 CFR 
 Sec. 300.623 

The district shall ensure the destruction of education records in a manner 
that protects the confidentiality and privac y rights of the student and his/her 
family. 
 

 Disclosure To Third Parties 
 

 34 CFR 
 Sec. 99.30, 
99.31,  
   300.622 
 Pol. 113.1, 
113.2,  

The district shall obtain parental consent before disclosing personally 
identifiable information to parties oth er than school district officials with a 
legitimate educational interest or other educational institutions that provide 
special education services to the student for the purposes of meeting a 
requirement of law or regulation unless the information is conta ined in 
education records and the disclosure is permitted without parental consent 
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   216 under law and regulations. 
 

 34 CFR 
 Sec. 300.622 
 

Parental consent must be obtained before personally identifiable information 
is released to officials of participating agencies providing or paying for 
transition services. 
 

 34 CFR 
 Sec. 300.622 
 

If a student is enrolled, or is going to enroll in a private school that is not 
located in the district of the parentôs/guardianôs residence, parental consent 
must be obtained before any personally identifiable information about the 
student is released between officials in the district where the private school 
is located and officials in the district of the parentôs/guardianôs residence. 
 

4. Delegation of 
 Responsibilit
y 
 34 CFR 
 Sec. 300.623 

In order to maintain the confidentiality of the educational records and 
personally identifiable information of students with disabilities, the Board 
designates the 
Superintendent and the Director of Special Education to coordinate the 
districtôs efforts to comply with this policy and applicable laws and 
regulations. 
 

 34 CFR 
 Sec. 300.623 

All district employees collecting or using personally identifiable information 
shall receive training or instruction regarding Board policy, administrative 
regulations, and state and federal law and regulations regarding 
confidentiality of education records and personally identifiable information.  
 

  
  
 References: 

 
 Family Educational Rights and Privacy Act ï 20 U.S.C. Sec. 1232g 

 
 Individuals With Disabilities Education Act ï 20 U.S.C. Sec. 1400 et seq. 

 
 Family Educational Rights and Privacy, Title 34, Code of Federal Regulations 

ï  
 34 CFR Part 99 
 

 Individuals With Disabilities Education, Title 34, Code of Federal Regulations 
ï  
 34 CFR Part 300 
 

 Pennsylvania Department of Education Individuals with Disabilities Education 
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Act  Part B LEA Policies and Procedures under 34 C.F.R. §§300.101 - 300.176 
 (2009) 
 

 Bureau of Special Education Letter to School Entities on Retention Of 
Records,  Dated November 9, 2009 
 

 Board Policy ï 113, 113.1, 113.2, 113.3, 216  
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(Blank) 
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1. Purpose 

815.1  E-MAIL 
 

The Board supports use of the e-mail and other electronic communication 
devices for the purposes of facilitating learning and enhancing the ability of 
employees and other authorized users to efficiently conduct school-related 
business. 
 

 
2.  Authority  

The Northern Bedford County School District is committed to developing 
appropriate technology to ensure the efficient and cost effective provision of 
services.  To this end, employees are encouraged to develop instructional 
technology (IT) skills including using the e -mail system as a communication 
tool.  All use of the e -mail system of Northern Bedford County School District 
must be in accordance with this policy. 
 
All district employees and all students and/or third parties provided or 
granted access to such electronic communication facilities shall be required 
to comply at all times with the requirements set forth in this policy and 
Board Policy 815 Acceptable Use Of Internet, Computers and Network 
Resources.  Violations of the requirements of this policy will result in 
appropriate disciplinary action, and could lead to civil or criminal liability.  
 
All messages, documents, information and other data created or transmitted 
through the use of the districtôs e-mail accounts, servers or other electronic 
communication systems constitute the property of the district.  No user of 
such accounts or systems has a right or expectation of privacy in any 
information or data created, stored upon, transmitted or received through 
such systems. 
 
The district reserves the right to monitor use of district -provided e-mail 
accounts and servers for compliance with the requirements of this policy and 
applicable law.  In additi on, e-mail sent to or stored upon the districtôs mail 
server is subject to review by individuals other than the intended recipient(s) 
and may be filtered for inappropriate content.  The district reserves the right 
to use/modify incoming e -mail for purposes other than the senderôs original 
intent, including but not limited to deletion, error correction, redirection or 
reposting. 
 

3.  Guidelines Allocation Of E-Mail Addresses 
 
E-mail addresses are given to those who need to use this facility as a part of 
their work.  Users have no expectation of privacy or confidentiality in the 
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content of electronic communications, Internet access, or other computer 
files sent and received utilizing the districtôs information technology tools, 
network facilities or stored in  his/her directory.  
 
Staff who receive e-mail accounts should check their inboxes daily. 
 
All e-mail users will be issued an individual user password, which should be 
changed at regular intervals.  Accessing the e-mail system using another 
employeeôs password without prior authorization is a breach of policy and is 
likely to result in disciplinary action.  
 

 The Legal Position 
 
Staff should be aware that electronic text (e -mail) has the same status in 
law as the printed word.  This means that e -mail communications can be 
potentially actionable in law in exactly the same way as the printed word for 
breaches of the relevant legislation such as the data protection acts or the 
laws surrounding libel or defamation.  
 
Staff must, therefore, be aware that they have a personal responsibility and, 
hence, are potentially personally liable for the legality, accuracy, and 
confidentiality of statements made in e -mail communications.  This applies 
irrespective of whether these communications are circulated purely internally  
within the district or externally via the Internet.  
 

 Personal Use 
 
The e-mail service has been provided to staff on the basis that it will be 
used primarily for educational purposes, and users should have no 
expectation to privacy.  However, reasonable and limited use of these 
services for social and recreational purposes, where not in breach of this 
policy and other relevant rules or otherwise forbidden, is permitted during 
normal working hours with good reason.  This is to be viewed as a privilege; 
and if there is evidence of abuse, appropriate disciplinary action may be 
taken including the revocation of e -mail and Internet access privileges. 
 
All messages distributed via Northern Bedford County School Districtôs e-mail 
system, even personal e-mails, are district property.  
 
The district shall not be responsible to a user or any other person for any 
information that may be lost, damaged or unavailable when using the 
districtôs information technology or network facilities or for any information 
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that is ret rieved via the Internet or through some other electronic means.  
 

 Monitoring E-Mail Use 
 
Users of district e-mail systems must have no expectation of privacy in 
anything you create, store, or receive on the districtôs computer system.  All 
use of the e-mail system can be recorded and monitored without prior 
notification to ensure the system is being used effectively and in line with 
this policy and all relevant legislation.  Employees will be considered to have 
consented to this monitoring and agreeing to comply with Northern Bedford 
County School District. 
 
The districtôs Technology Department, or other authorized school 
employees, may, at any time, review the subject, content, and 
appropriateness of electronic communications, Internet access, usage of the 
districtôs information technology or other computer files, and remove them 
or block the inappropriate use as warranted, or report any violation of these 
rules to the districtôs administration or appropriate law enforcement officials.  
The district reserves the right to remove a user account from its network 
facilities to prevent further unauthorized or illegal activity if this activity is 
discovered.  The district has the right to monitor, inspect, copy, review and 
store at any time, without prior notice, any and all usage of its information 
transmitted or received in connection with such usage.  All such information 
files and user accounts shall be and remain the property of the district.  
District network administrators have the right to deny, revoke, or suspend 
specific use. 
 

 
 

Pol. 317, 417, 517 

Inappropriate Use Of E-Mail 
 
Although active use of the e-mail system is encouraged, abuse of this 
system can result in very serious consequences for the district, and 
disciplinary action may or will be taken fo r inappropriate use, which could 
lead to dismissal.  Inappropriate use includes, but is not limited to the 
following:  
 

1. Harassment. 
2. Personal use of the system during work time without good reason.  
3. Sending unapproved confidential information about other 

employees, volunteers, the district, students, etc.  
4. The forwarding of chain letters, junk mail, jokes, and executables.  
5. Use for the solicitation of personal monetary gain or commercial 

purposes. 
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Users have the responsibility to respect and protect the rights of every other 
user in the district and on the Internet.  This includes maintaining the 
integrity of the districtôs electronic email or other communication systems.  A 
user has the responsibility to report all unauthorized violations of this policy 
and report any potential invasions of privacy or information security 
breaches.  Users have the responsibility to make only those contacts leading 
to some justifiable professional or academic growth when using information 
technology tools or the districtôs network facilities.  Users must ensure that 
all e-mail or other electronic communications sent or received does not 
contain pornographic material, inappropriate information, or text -encoded 
files that are potentially dangerous to the integrity of the local area network, 
the districtôs information technology tools, or its network facilities. 
 

 Resolving Concerns 
 
Employees who have concerns as a result of e-mail communications should 
raise the matter initially with their immediate supervisor and/or the 
Technology Administrator. 
 

 Archiving E-Mails 
 
The district maintains an ongoing backup schedule of computer data in 
order to ensure that these facilities may be restored to use in the event of 
damage and/or destruction.  Messages which a user assumes to be deleted 
may be able to be restored if demanded by the appropriate district 
authority.  
 
Each user should archive their personal messages to their Home folder or 
other disk media on some sort of regular basis, as there is always the 
possibility that information may  be lost due to software or hardware 
problems.  Users should not consider the e-mail server as a long-term filing 
system. 
 
While the district maintains a backup of all e -mails, it is not feasible nor our 
practice to restore lost or damaged e-mail. 
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 815.  INTERNET/TECHNOLOGY USE 

 
1. Purpose 
 

The Internet is an electronic highway connecting thousands of computers all 
over the world and millions of individual subscribers. With access to 
computers and people all over the world also comes the availability of 
material that may not be considered to be of educational value in the 
context of the school setting. The district has taken precautions to restrict 
access to controversial materials. However, on a global network it is 
impossible to control all materials and an industrious user may discover 
controversial information. The district firmly believes that the valuable 
information and interaction available on the worldwide network far 
outweighs the possibility that users may procure material that is not 
consistent with the educational goals of the district.  
 

 The Internet shall be used to support research and education in and among 
academic institutions in the U.S. by providing access to unique resources 
and the opportunity for collaborative work. Use of  the network must be in 
support of education and research and consistent with the educational 
objectives of the district.  
 

2. Authority 
 

The electronic information available to students and staff does not imply 
endorsement by the district of the content, nor does the district guarantee 
the accuracy of information received. The district shall not be responsible for 
any information that may be lost, damaged or unavailable when using the 
network or for any information that is retrieved via the Internet.  
 

 The district shall not be responsible for any unauthorized charges or fees 
resulting from access to the Internet.  
 

 The district reserves the right to log network use and to monitor fileserver 
space utilization by district users, while respecting the privacy rights of both 
district users and outside users. 
 

 The Board establishes that network use is a privilege, not a right; 
inappropriate, unauthorized and illegal use will result in cancellation of those 
privileges and appropriate disciplinary action. 
 
 
 

 P.L. 106-554 
 Sec. 1732 

The Board shall establish a list of materials, in addition to those stated in law, 

that are inappropriate for access by minors.  
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3. Delegation of 
 Responsibility 
 

The district will make a diligent effort to supervise the use of the  Internet by 
students to assure that they will not be accessing information other than 
what would be useful to the learning process. The district shall make every 
effort to ensure that this resource is used responsibly by students and staff.  
 

 Administrators, teachers and staff have a professional responsibility to work 
together to help students develop the intellectual skills necessary to 
discriminate among information sources, to identify information appropriate 
to their age and developmental levels, and to evaluate and use the 
information to meet their educational goals.  
 

 Students and staff have the responsibility to respect and protect the rights 
of every other user in the district and on the Internet.  
 

 Students shall agree to use the Internet only as specifically directed or 
permitted by teachers or others acting in a similar capacity to teachers.  
 

 The building administrator shall have the authority to determine what is 
inappropriate use. 
 

 P.L. 106-554 
 Sec. 1711, 1721 

The Superintendent or designee shall be responsible for implementing 
technology and procedures to determine whether the district's computers 
are being used for purposes prohibited by law or for accessing sexually 
explicit materials. The procedure shall include but not be limited to : 
 

 1. Utilizing a database reporting filter which is installed and maintained by 
the district's ISP provider, cannot be turned off at the workstation level 
when students or adults are logged on to the computer for Internet use, 
and blocks and/or filters Int ernet access for minors and adults to certain 
visual depictions that are obscene, child pornography, harmful to minors 
with respect to use by minors, or determined inappropriate for use by 
minors by the filtering software vendor. With rapid growth and expa nsion 
of the Internet daily, all inappropriate URL's cannot be guaranteed. Upon 
notification of an inappropriate site to the network administrator, filtering 
can be started immediately. 

 
 2. Maintaining and securing a usage log. 

 
 3. Monitoring online activities of minors. 
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4. Guidelines 
 

An Internet and Technology Permission form signed by parents/guardians 

must be on file for each student. Students not having the appropriate 

paperwork on file will be prohibited from Internet use. Students caught 

using the Internet without the appropriate paperwork on file will be subject 

to appropriate disciplinary action. 

 

 Network accounts shall be used only by the authorized owner of the account 

for its approved purpose. All communications and information accessible via 

the network should be assumed to be private property and shall not be 

disclosed. Network users shall respect the privacy of other users on the 

system. 

 
 Network Etiquette 

 
 Users are expected to abide by the generally accepted rules of network 

etiquette. These include the following:  
 

 1. Be polite. 
 

 2. Use appropriate language; swearing, vulgarity, and abusive language will 
not be tolerated. Illegal activities are strictly forbidden.  

 
 3. Do not reveal your personal address or phone number or that of any 

other person. 
 

 4. Do not use the network in such a way that you would disrupt the use of 
the network by other users.  
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 5. All communications and information accessible via the network should be 
assumed to be private property.  

 
 Prohibitions 

 
 Students and staff are expected to act in a responsible, ethical and legal 

manner in accordance with district policy, accepted rules of network 
etiquette, and federal and state law. Specifically, the following uses are 
prohibited:  
 

 1. Illegal activity.  
 

 2. Commercial or for -profit purposes. 
 

 3. Non-work or non-school related work. 
 

 4. Product advertisement or political lobbying. 
 
 
 

 5. Hate mail, discriminatory remarks, and offensive or inflammatory 
 communication. 
 

 6. Unauthorized or illegal installation, distribution, reproduction, or use of 
 copyrighted materials. 
 

 7. Access to obscene or pornographic material or child pornography. 
 

 8. Access by students and minors to material that is harmful to minors 

or is  determined inappropriate for minors in accordance with Board policy. 

 
 9. Inappropriate language or profanity.  

 
 10. Transmission of material likely to be offensive or objectionable to 

recipients. 
 

 11. Intentional obtaining or modifying of files, passwords, and data 
belonging to  other users. 
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 12. Impersonation of another user, anonymity, and pseudonyms.  

 
 13. Fraudulent copying, communications, or modification of materials in 

violation  of copyright laws.  
 

 14. Loading or using of unauthorized games, programs, files, or other 
electronic  media. 
 

 15. Disruption of the work of other users.  
 

 16. Destruction, modification, abuse or unauthorized access to network 
hardware, software and files. 

 
 17. Quoting of personal communications in a public forum without the 

original author's prior consent.  
 

 Security 
 

 Security on any computer system is a high priority, especially when the 
system involves many users. Attempts to logon to the Internet in any other 
way than as permitted will result in cancellation of user privileges, 
disciplinary action, and possible further penalties.  
 
 

 System security is protected through the use of passwords. Failure to 
adequately protect or update passwords could result in unauthorized access 
to personal or district files. To protect the integrity of the system, the 
following guidelines shall be followed: 
 

 1. Employees and students shall not reveal their passwords to another 
individual. 
 

 2. Users are not to use a computer that has been logged in under another 
student's  or employee's name. 
 

 3. Any user identified as a security risk or having a history of problems 
with other  computer systems may be denied access to the 
network. 
 

 Consequences For Inappropriate Use 
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 The network user shall be responsible for damages to the equipment, 
systems, and software resulting from del iberate or willful acts.  
 

 Illegal use of the network; intentional deletion or damage to files of data 
belonging to others; copyright violations; and theft of services will be 
reported to the appropriate legal authorities for possible prosecution.  
 

 General rules for behavior and communications apply when using the 
Internet, in addition to the stipulations of this policy. Loss of access and 
other disciplinary actions shall be consequences for inappropriate use. 
 

 Vandalism will result in cancellation of access privileges, disciplinary action 
and possible further penalties. Vandalism  is defined as any malicious 
attempt to harm or destroy data of another user, Internet or other 
networks; this includes but is not limited to uploading or creating computer 
viruses. 
 

 Copyright 
 

 P.L. 94-553 
 Sec. 107 
 Pol. 814 

The illegal use of copyrighted software by students and staff is prohibited. 
Any data uploaded to or downloaded from the network shall be subject to 
fair use guidelines. 

  

 

 

 

 

 

Safety 

 
 To the greatest extent possible, users of the network will be protected from 

harassment and unwanted or unsolicited communication. Any network user 
who receives threatening or unwelcome communications shall report such 
immediately to a teacher or administrator. Network users shall not reveal 
personal information to other users on the network, including chat rooms, e -
mail, Internet, etc.  
 

 Any district computer/server utilized by students and staff shall be equipped with 

Internet blocking/filtering software.  

 
 P.L. 106-554 
 Sec. 1732 

Internet safety measures shall effectively address the following:  
 

 1. Control of access by minors to inappropriate matter on the Internet and 
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World Wide Web. 
 

 2. Safety and security of minors when using electronic mail, chat rooms, 
and other forms of direct electronic communications. 

 
 3. Prevention of unauthorized online access by minors, including "hacking" 

and other unlawful activities.  
 
4. Unauthorized disclosure, use, and dissemination of personal information 

regarding minors. 
 
5. Restriction of minors' access to materials harmful to them.  
 

P.L. 94-553 
Sec. 107 
P.L. 106-554 
Sec. 1711, 1721, 
1732 
 
20 U.S.C.  

Sec. 6777 
 
PA Code 
Title 22 
Sec. 403.1 
 
Board Policy 
814 
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NORTHERN BEDFORD COUNTY SCHOOL DISTRICT 

 
PARENT PERMISSION LETTER : 
 

INTERNET AND TECHNOLOGY PERMISSION FORM 
 

We are pleased to offer students of the Northern Bedford County School District access to 
technology, electronic e-mail and the opportunity to access the Internet. To gain access to the 
Internet, all students und er the age of eighteen (18) must obtain parental permission and must sign 
and return this form to the building principal. Students eighteen (18) years of age or older may sign 
their own forms.  
 
Access to the Internet will enable students to explore thousan ds of libraries, databases and bulletin 
boards while exchanging messages with Internet users throughout the world. Families should be 
warned that some material accessible via the Internet might contain items that are illegal, 
defamatory, inaccurate or potentially offensive to some people. In an attempt to monitor and control 
this from happening, the district has taken every precautionary measure to prevent inappropriate 
access through the installation of a filter system. While our intent is to make Internet  access available 
to further educational goals and objectives, students may find ways to access other materials as well. 
We believe that the benefits to students from the Internet, in the form of information resources and 
opportunities for collaboration, e xceed any disadvantages. But ultimately, parents/guardians of 
minors are responsible for setting and conveying the standards that their children should follow when 
using media and information sources. To that end, the Northern Bedford County School District 
supports and respects each family's right to decide whether or not to apply for access. A URL 
database software is maintained by the district's Internet Service Provider. This Internet filtering 
software is in full compliance with CIPA (Children Internet  Protection Act). 
 
Please note that it is not the district's responsibility for information lost, damaged or unavailable. 
Furthermore, the district shall not be responsible for any fees or charges accrued as a result of 
accessing the Internet. 
 
District In ternet and E-Mail Rules 
 
Students are responsible for good behavior on school computer networks just as they are in a 
classroom or in a school hallway. Communications on the network are often public in nature. General 
school rules for behavior and communication apply. 
 
The network is provided for students to conduct research and communicate with others. Access to 
network services is given to students who agree to act in a considerate and responsible manner. 
Parent/Guardian permission is required. Access is a privilege ï not a right. Access entails 
responsibility. Therefore, the district reserves the right to monitor network use and monitor fileserver 
space. 
 
Individual users of the district's computer networks are responsible for their behavior and 
communications over those networks. It is presumed that users will comply with district standards 
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and will honor the agreements they have signed. Beyond the clarification of such standards, the 
district is not responsible for restricting, monitoring or controlling communications of individuals 
utilizing the network.  
 
 
Network storage areas may be treated like school lockers. Network administrators may review files 
and communications to maintain system integrity and ensure that users are using the system 
responsibly. Users should not expect that files stored on district servers are private.  
 
Within reason, freedom of speech and access to information will be honored. During school, teachers 
of younger students will guide them toward appropriate materials.  
 
As outlined in Board policy and procedures on students' rights and responsibilities, copies of which 
are available in school offices, the following are not permitted:  
 

 Sending or displaying offensive messages or pictures 
 Using obscene language 
 Harassing, insulting or attacking others 

 Damaging computers, computer systems or computer networks 
 Violating copyright laws 
 Using another's password 
 Trespassing in another's folders, work, or files 
 Intentionally wasting limited resources  
 Employing the network for commercial purposes 

 Other similar violation of computer usage 
 
Violations may result in a loss of access as well as other disciplinary or legal action as per Board 
policy. 
 
______________________________________________________________________________ 
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User Agreement and Parental Permission Form 
 
As a user of the Northern Bedford County School District computer network, I hereby agree to 
comply with the above stated rules ï communicating over the network in a reliable fashion while 
honoring all relevant laws and restricti ons as well as respecting district property. 
 
Student Signature ________________________ Date __________________________ 
 
As the parent or legal guardian of the minor student signing above, I grant permission for my son or 
daughter to access the networked computer services such as electronic mail and the Internet. I 
understand that individuals and families may be held liable for violations. I understand that some 
materials on the Internet may be objectionable, but I accept responsibility for guidance of Int ernet 
use ï setting and conveying standards to my child to follow when selecting, sharing or exploring 
information and media and respecting district property.  
 
______________________________________________________________________________ 
Signature of Parent/Guardian        Date 
 
______________________________________________________________________________ 
Name of Student         Grade 
 
______________________________________________________________________________ 
 
Decline of Consent  
 
I do not give my chil d permission to access the district's computer network and/or have access to 
electronic e-mail. 
 
______________________________________________________________________________ 
Signature of Parent/Guardian        Date 
 
______________________________________________________________________________ 
Name of Student         Grade 
 
 
***Please sign and return this form to the office.  
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 815. ACCEPTABLE USE OF INTERNET, COMPUTERS AND NETWORK 
RESOURCES 

1. Purpose 
 

The Internet is an electronic highway connecting thousands of computers all 
over the world and millions of individual subscribers. With access to 
computers and people all over the world also comes the availability of 
material that may not be considered to be of educational value in the context 
of the school setting. The district has taken precautions to restrict access to 
controversial materials. However, on a global network it is impossible to 
control all materials and an industrious user may discover controversial 
information. The district firmly believ es that the valuable information and 
interaction available on the worldwide network far outweighs the possibility 
that users may procure material that is not consistent with the educational 
goals of the district.  
 

 The district provides students, staff an d other authorized individuals with 
access to the districtôs computers, electronic communication systems and 
network, which includes Internet access, whether wired or wireless, or by 
any other means. 
 

 The Internet shall be used to support research and education in and among 
academic institutions in the U.S. by providing access to unique resources and 
the opportunity for collaborative work. Use of the network must be in 
support of education and research and consistent with the educational 
objectives of the district.  
 

2. Authority The availability of access to electronic information does not imply 
endorsement by the district of the content, nor does the district guarantee 
the accuracy of information received. The district shall not be responsible for 
any information that may be lost, damaged or unavailable when using the 
network or for any information that is retrieved via the Internet.  
 

 The district shall not be responsible for any unauthorized charges or fees 
resulting from access to the Internet or other network resources. 
 

 The Board declares that computer and network use is a privilege, not a right.  
The district's computer and network resources are the property of the 
district.  Users shall have no expectation of privacy in anything they create, 
store, send, receive, or display on or over the district's Internet, computers 
or network resources, including personal files or any use of the district's 
Internet, computers or network resources.  The district reserves the right to 
monitor, track, and log net work access and use; monitor file server space 
utilization by district users; or deny access to prevent unauthorized, 
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inappropriate or illegal activity and may revoke access privileges and/or 
administer appropriate disciplinary action.  The district shall cooperate to the 
extent legally required with the ISP, local, state, and federal officials in any 
investigation concerning or related to the misuse of the district's Internet, 
computers and network resources. 
 

 The Board requires all users to fully comply with this policy and to 
immediately report any violations or suspicious activities to the appropriate 
supervisor or technology department. 
 

 P.L. 106-554 
 Sec. 1732 

 

3. Delegation of 
 Responsibility 
 

Administrators, teachers and staff have a professional responsibility to work 
together to help students develop the intellectual skills necessary to 
discriminate among information sources, to identify information appropriate 
to their age and developmental levels, evaluate and use the information to 
meet their educational goals, and utilize technology resources in a lawful and 
responsible manner. 
 

  The primary function of the districtôs network facilities is to provide 
opportunity for professional productivity of our employees and the academic 
growth of the students we serve.  When using the districtôs information 
technology tools and network facilities, students and staff have the 
responsibility to respect and protect the rights of every other user in the 
district and those they communicate with or interact with on the Internet.  
The district directs that in compliance with the Child Internet Protection Act 
(CIPA) every teacher will review key points of the Technology and Acceptable 
Use Policy with their students at the start of the school year and will monit or, 
enforce, and immediately report any suspicious activity or violation to the 
appropriate supervisor or technology department.  
 

 The district will make a diligent effort to supervise the use of the Internet by 
students to assure that they will not be ac cessing information other than 
what would be useful to the learning process. The district shall make every 
effort to ensure that this resource is used responsibly by students and staff.  
Students shall agree to use the Internet only as specifically directed or 
permitted by teachers or others acting in a similar capacity to teachers.  The 
building administrator shall have the authority to  determine what is 
inappropriate use. 
 

 P.L. 106-554 
 Sec. 1711, 1721 

The appropriate supervisor or the technology department shall be 
responsible for implementing technology initiatives, procedures, and data 
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collection to determine how technology is used and whether the district's 
information technology and network facilities  are being used for purposes 
prohibited by law and this policy. These procedures shall include but not be 
limited to:  
 

 13.Utilizing a content filter which is updated and maintained by the district's 
technology department, cannot be turned off at the workstation level 
when students or adults are logged on to the computer for Internet use, 
and blocks and/or filters Internet access for minors and adults to certain 
visual depictions that are obscene, child pornography, harmful to minors 
with respect to use by minors, or determined inappropriate for use by 
minors by the filtering software vendor. With rapid growth and expansion 
of the Internet daily, all inappropriate URL's cannot be guaranteed. Upon 
notification of an inappropriate site to the network administrator, filtering 
can be started immediately. 

 
 14.Maintaining and securing a usage log. 

 
 15.Monitoring online activities of minors.  

 
4. Guidelines 
 

All district employees and students will be given a network account for school 

related use.  Accounts are made available according to a procedure 

developed by school district authorities.   Network accounts shall be used only 

by the authorized owner of the account for its approved purpose. All 

communications and information accessible via the network should be 

assumed to be district property. Network users shall respect the privacy of 

other users on the system.   

 

Students should be aware that all administrators, teachers, and staff have 

access to student folders should the need arise to place documents into a 
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folder, retrieve files from a student folder, or to revie w the actions of a 

studentôs use on the network. 

 

 Types of services available on the network, but are not limited to the 
following:  
 
1. Internet  - district employees, students, and guests will have access to 
the internet through the district's network.   
 
All district employees must have a signed Technology Acceptable Use 
Agreement on file in order to be granted permission to use the internet on 
the NBCSD campus. 
 
A Technology and Acceptable Use Agreement form signed by students and 

parents/guardians must be on file for each student, Pre-K-12. Students not 

having the appropriate paperwork on file will be prohibited from Internet 

use. Students caught using the Internet without the appropriate paperwork 

on file will be subject to appropriate disciplinary act ion. 

 
Student work and likeness may be posted with either the first name only, or 
the first name and last initial, but at no time should a studentôs full name be 
displayed.  Photographs of minors may only be posted with prior written 
consent of the parent/ guardian with a signed media release form on file in 
the school office. 
 
2.  E-Mail  - District employees are assigned individual e-mail accounts for 
work-related use. Students in grades 6-12 are assigned individual e-mail 
accounts for school-related used through Google Apps for Education.  All 
students in grades 6-7 must have a signed parent permission-form allowing 
the student to have e -mail. 
 
3.  Guest Accounts  - Guests may receive an individual network account or 
access to the internet only with the appr oval of the Director of Technology, 
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and/or designee, if there is a specific school district-related purpose requiring 
such access. Use of the network and/or internet by a guest must be 
specifically limited to the school/district -related purpose and comply with this 
policy and all other school district policies, regulations, procedures, and rules, 
as well as local, state and federal laws and may not damage the school 
district's network systems. 
 
4.  Blogs  - Employees may be permitted to have school district-sponsored 
blogs through the school website.  All bloggers must follow the rules 
provided in this policy, and other applicable policies, regulations, rules, and 
procedures of the school district, as well as local, state, and federal laws. 
 
5.  Web 2.0 & Web  3.0 Web -based Services  -  Certain school district 
authorized web-based services, such as blogging, authorized social 
networking sites, wikis, podcasts, RSS feeds, social software, folksonomies 
and interactive collaboration tools that emphasize online part icipatory 
learning (where users share ideas, comment on one anotherôs project, plan, 
design, or implement, advance or discuss practices, goals, and ideas 
together, co-create, collaborate and share) among users is considered an 
extension of the classroom and is permitted by the school district.   
 
Students and staff must remember that when using these sites, any speech 
that is considerate inappropriate in the classroom is in also inappropriate 
when using these web 2.0 and web 3.0 tools.  Students using these tools are 
reminded to act safely by not disclosing any personal information.  Students 
are reminded that when making comments on these sites, all comments will 
be monitored by school personnel and if any are thought to be inappropriate 
they will be deleted immediately. 
 

 Parental Notification And Responsibility 
 
The school district will notify the parents/guardians about the school districtôs 
network and the policies governing their use. This policy contains restrictions 
on accessing inappropriate matter. There is a wide range of material 
available on the Internet, some of which may not be fitting with the 
particular values of the families of the students. It is not practically possible 
for the school district to monitor and enforce a wide range of social values in 
student use of the Internet. Further, the school district recognizes that 
parents/guardians bear primary responsibility for transmitting their particular 
set of family values to their children. The school district will encourage 
parents/guardians to specify to their child(ren) what material and matter is 
and is not acceptable for their child(ren) to access through the school 
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districtôs network. 
 

 Network Etiquette 
 

 Users are expected to abide by the generally accepted rules of network 
etiquette. These include the following:  
 

 5.Be polite. 
 

 6.Use appropriate language; swearing, vulgarity, and abusive language will 
not be tolerated. Illegal activities are strictly forbidden.  

 
 7.Do not reveal your full name, personal address, phone number or other 

personally identifiable information or that of any other person.  
 

 8.Do not use the network in such a way that you would disrupt the use of 
the network by other users.  

 
 9.All communications and information accessible via the network should be 

assumed to be district property. 
 

 Safety 

 
To the greatest extent possible, users of the network will be protected from 
harassment and unwanted or unsolicited communication. Any network user 
who receives threatening or unwelcome communications shall report such 
immediately to a teacher or administrator. Network users shall not reveal 
personal information to other users on the network, including chat rooms, e -
mail, Internet, etc.  
 

 All  district computers utilized by students and staff  will access  the Internet 

through the  content filter that is updated and maintained by the district IT staff.  

 
 P.L. 106-554 
 Sec. 1732 

Internet safety measures shall address the following:  
 

 1.Control of access by minors to inappropriate matter on the Internet . 
 

 2.Safety and security of minors when using electronic mail, chat rooms, and 
other forms of direct electronic communications.  

 
 3.Prevention of unauthorized online access by minors, including "hacking" 

and other unlawful activities.  
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P.L. 94-553 
Sec. 107 
P.L. 106-554 
Sec. 1711, 1721, 
1732 
 
20 U.S.C.  

Sec. 6777 
 
PA Code 
Title 22 
Sec. 403.1 
 
Board Policy 
814 

4.Unauthorized disclosure, use, and dissemination of personal information 
regarding minors. 

 5.Restriction of minors' access to materials harmful to them.  
 

 6.Restriction of access to visual depictions that are obscene, child 
pornography or, harmful to minors.  
 

 Prohibitions 
 
Users are expected to act in a responsible, ethical and legal manner in 
accordance with district policy, accepted rules of network etiquette, and 
federal and state law. Specifically, the following uses are prohibited:  
 

 1. Illegal activity.  
 

 2. Commercial or for-profit purposes. 
 

 3. Non-work or non-school related work. 
 

 4. Product advertisement or political lobbying. 
 5. Hate mail, discriminatory remarks, and offensive or inflammatory 

 communication. 
 

 6. Unauthorized or illegal installation, distribution, reproduction, or use of 
 copyrighted materials. 
 

 7. Accessing, sending, receiving, transferring, viewing, sharing, or 
downloading obscene, pornographic or child pornography, lewd, or 
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otherwise illegal materials, images, or photographs. 
 

 8. Access by students and minors to material that is harmful to minors or 

is  determined inappropriate for minors in accordance with Board policy.  

 
 9. Inappropriate language or profanity.  

 
 10. Transmission of material likely to be offensive or objectionable to 

recipients. 
 

 11. Intentional obtaining or modifying of files, passwords, and data 
belonging to  other users. 
 

 12. Impersonation of another user, anonymity, and  pseudonyms. 
 

 13. Fraudulent copying, communications, or modification of materials in 
violation  of copyright laws.  
 

 14. Loading or using of unauthorized games, programs, files, or other 
electronic  media, onto a public computer or the network.  
 

 15. Disruption of the work of other users.  
 

 16.Destruction, modification, abuse or unauthorized access to network 
hardware, software and files.  
 

 17. Quoting of personal communications in a public forum 

without the original  author's prior consent. 

 
 18. Attempt to circumvent any security system or filter employed by the 

District, including the use of websites or proxy servers to tunnel around 
firewalls and filtering software, or utilizing the District network or 
Internet to circumvent any school policy . 

 

 19. Bullying/Cyberbulling another individual or entity. (See school district 
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bullying policy 249. 
 

 20. Accessing the Internet, district computers or other network resources 
without authorization.  

 

 21. Accessing, sending, receiving, transferring, viewing, sharing, or 
downloading confidential information without authorization.  

 

 Security 
 
Security on any computer system is a high priority, especially when the 
system involves many users. Attempts to logon to the Internet in any other 
way than as permitted will result in ca ncellation of user privileges, 
disciplinary action, and possible further penalties. 
 

 System security is protected through the use of passwords. Failure to 
adequately protect or update passwords could result in unauthorized access 
to personal or district files. To protect the integrity of the system, the 
following guidelines shall be followed: 
 

 1. Employees and students shall not reveal their passwords to another 
individual. 
 

 2. Users are not to use a computer that has been logged in under another 
student's  or employee's name. 
 

 3. Any user identified as a security risk or having a history of problems with 
other  computer systems may be denied access to the network. 
 

 P.L. 94-553 
 Sec. 107 
 Pol. 814 

Plagiarism/Copyright/ Licensing 
 
Plagiarism is the act of using someone elseôs words or ideas as your own.  
Students and staff are required to properly cite all resources and Internet 
sites when used in any presentation or assignment, whether quoted or used 
in entireity.  This includes all media files (vide o and audio), graphics, images, 
music, text, etc whether found on the Internet or not.  In addition all 
students and staff should follow the copyright laws of the United States (P.L. 
94-553) and the Congressional Guidelines that delineate it regarding 
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software, authorship, and copying information.   The illegal use of copyrighted 
software by students and staff is prohibited. Any data uploaded to or 
downloaded from the network shall be subject to fair use guidelines.  Also all 
students and staff should follow  the Creative Commons licenses where an 
author/artists states what media can be shared, remixed, or reused.  
 

 District Web Site 
 
The district shall establish and maintain a website and shall develop and 
modify its web pages to present information about th e district under the 
direction of the Superintendent or designee.  All users publishing content on 
the district website shall comply with this and other applicable district 
policies. 
 

 Users shall not copy or download information from the district website  and 
disseminate such information on unauthorized web pages without 
authorization from the building principal.  
 

 Consequences For Inappropriate Use 
 

 The network user shall be responsible for damages to the equipment, 
systems, and software resulting from deliberate or willful acts.  
 

 Illegal use of the network; intentional deletion or damage to files of data 
belonging to others; copyright violations; and theft of services will be 
reported to the appropriate legal authorities for possible prosecution.  
 

 General rules for behavior and communications apply when using the 
Internet, in addition to the stipulations of this policy. Loss of access and 
other disciplinary actions shall be consequences for inappropriate use. 
 

 Vandalism will result in cancellation of access privileges, disciplinary action 
and possible further penalties. Vandalism  is defined as any malicious 
attempt to harm or destroy data of another user, Internet or other networks; 
this includes but is not limited to uploading or creating computer  viruses. 
 

 Failure to comply with this policy or inappropriate use of the Internet, district 
network or computers shall result in usage restrictions, loss of access 
privileges, disciplinary action, and/or legal proceedings. 
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NORTHERN BEDFORD COUNTY SCHOOL DISTRICT 

 
PARENT PERMISSION LETTER:  

 
ACCEPTABLE USE OF INTERNET, COMPUTERS AND NETWORK PERMISSION FORM 

 

We are pleased to offer students of the Northern Bedford County School District access to 
technology, electronic e-mail and the opportunity to acc ess the Internet. To gain access to the 
Internet, all students must obtain parental or guardian permission and must sign and return this form 
to the building principal.  
 
Access to the Internet will enable students to explore thousands of libraries, databa ses and bulletin 
boards while exchanging messages with Internet users throughout the world. Families should be 
warned that some material accessible via the Internet might contain items that are illegal, 
defamatory, inaccurate or potentially offensive to so me people. In an attempt to monitor and control 
this from happening, the district has taken every precautionary measure to prevent inappropriate 
access through the installation of a filter system. While our intent is to make Internet access available 
to fu rther educational goals and objectives, students may find ways to access other materials as well. 
We believe that the benefits to students from the Internet, in the form of information resources and 
opportunities for collaboration, exceed any disadvantages. But ultimately, parents/guardians of 
minors are responsible for setting and conveying the standards that their children should follow when 
using media and information sources. To that end, the Northern Bedford County School District 
supports and respects each family's right to decide whether or not to apply for access. A content 
filter is updated and maintained by the district's technology department.  This Internet filtering 
software is in full compliance with CIPA (Children Internet Protection Act).  
 
Please note that it is not the district's responsibility for information lost, damaged or unavailable. 
Furthermore, the district shall not be responsible for any fees or charges accrued as a result of 
accessing the Internet. 
 
District Internet and E -Mail Rules 
 
Students are responsible for good behavior on school computer networks just as they are in a 
classroom or in a school hallway. Communications on the network are often public in nature. General 
school rules for behavior and communication apply. 
 
The network is provided for students to conduct research and communicate with others. Access to 
network services is given to students who agree to act in a considerate and responsible manner. 
Parent/Guardian permission is required. Access is a privilege ï not a r ight. Access entails 
responsibility. Therefore, the district reserves the right to monitor network use and monitor fileserver 
space. 
 
Individual users of the district's computer networks are responsible for their behavior and 
communications over those networks. It is presumed that users will comply with district standards 
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and will honor the agreements they have signed. Beyond the clarification of such standards, the 
district is not responsible for restricting, monitoring or controlling communications of ind ividuals 
utilizing the network.  
 
 
Network storage areas may be treated like school lockers. Network administrators may review files 
and communications to maintain system integrity and ensure that users are using the system 
responsibly. Users should not expect that files stored on district servers are private.  
 
Students in grades 6-12 are issued a Google Apps for Education account that provides them student 
email, online document creation and storage, an online calendar, and access to online sites for 
creating educational websites. This online account is for educational purposes of creativity, 
collaboration and communication as it applies to the educational purpose of the district.  Following 
the Child Internet Protection Act (CIPA), students in grades 6-7 must have a signed parent 
permission form, separate from the general Acceptable Use Policy, providing them permission to have 
such an online account and an email account.   
 
Within reason, freedom of speech and access to information will be honored. During school, teachers 
of younger students will guide them toward appropriate materials.  
 
As outlined in Board policy and procedures on students' rights and responsibilities, copies of which 
are available in school offices, the following are not permitted:  
 

 Sending or displaying offensive messages or pictures 
 Accessing, sending, viewing, downloading or sharing illegal or pornographic images 

 Using obscene language 
 Harassing, insulting or attacking others 
 Bullying or cyberbullying others 
 Damaging computers, computer systems or computer networks 
 Violating copyright laws 

 Using another's password 
 Trespassing in another's folders, work, or files 
 Intentionally wasting limited resources  
 Employing the network for commercial purposes 
 Bypassing the network Internet filter thr ough a proxy server to access blocked material on the 

Internet  
 Other similar violation of computer usage 

 
Violations may result in a loss of access as well as other disciplinary or legal action as per Board 
policy. 
 
______________________________________________________________________________ 

 
User Agreement and Parental Permission Form 
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As a user of the Northern Bedford County School District computer network, I hereby agree to 
comply with the above stated rules ï communicating over the network in a relia ble fashion while 
honoring all relevant laws and restrictions as well as respecting district property.  
 
Student Signature ________________________ Date __________________________ 
 
As the parent or legal guardian of the student signing above, I grant permis sion for my son or 
daughter to access the networked computer services such as electronic mail and the Internet. I 
understand that individuals and families may be held liable for violations. I understand that some 
materials on the Internet may be objectiona ble, but I accept responsibility for guidance of Internet 
use ï setting and conveying standards to my child to follow when selecting, sharing or exploring 
information and media and respecting district property.  
 
______________________________________________________________________________ 
Signature of Parent/Guardian        Date 
 
______________________________________________________________________________ 
Name of Student         Grade 
 
______________________________________________________________________________ 
 
Decline of Consent  
 
I do not give my child permission to access the district's computer network and/or have access to 
electronic e-mail. 
 
______________________________________________________________________________ 
Signature of Parent/Guardian        Date 
 
______________________________________________________________________________ 
Name of Student         Grade 
 
 
***Please sign and return this form to the office.  
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815 AR-2.  ACCEPTABLE USE OF INTERNET, COMPUTERS AND NETWORK RESOURCES AGREEMENT 

FORM FOR ALL EMPLOYEES OF NBCSD 
 
 

OVERVIEW  
 

Technology is made available at NBCSD in order to support the educational process. It is a general policy that 

all computers and technology used through NBCSD are to be used in a responsible, efficient, ethical, and legal 

manner. Employees who fail to adhere to this policy and the guidelines established below risk having 

technology/network/Internet privileges revoked and/or are subject to disciplinary actions involving local, 

county, state, or federal agencies.  

 

 

USER RESPONSIBILITIES  
 

As the user of technology resources provided by NBCSD, each employee must read, understand, and accept all 

of the following rules and guidelines stated in this section.  

 

1. I understand that all computer use must be for educational purposes; therefore:  

Å I will use technology resources and telecommunications for purposes that support the educational 

process;  

Å I will not use computers to access the Internet for personal purposes except during duty free time;   

Å I will not use technology to view, create, modify, or disseminate obscene, objectionable, violent, 

pornographic, or illegal material;  

Å I will not use technology for commercial or for profit purposes that include, but are not limited to, 

home businesses, gambling, advertising, political lobbying, or soliciting;  

Å I will not use technology to send unsolicited, offensive, abusive, obscene, harassing, or other illegal 

communications.  

 

 

2. I understand that as an employee,  I have access to confidential information and files and that I am 

responsible for protecting the confidentiality of these data; therefore:  

Å I will log off the computer/network when not using it;  

Å I will not allow students, parents, or unauthorized people access to my accounts;  

 

 

 

 

Å I will not reveal any personal information about any student or employee while on the Internet. This 

information includes but is not limited to home address, telephone number, and age;  

Å I will not attempt to learn other employeesô passwords or use any technology that belongs to another 
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employee; 

Å I will not copy, change, read, or use files that belong to users without their permission; 

  

 

3. I understand copyright laws protect a variety of materials (print, non-print, and ideas), including those 

found on the Internet; therefore:  

Å I will not install any unauthorized software, on the equipment. Unauthorized software is defined as 

software outside the legal licensing agreement created by the author of the program;  

Å I will not make copies of any software found on the equipment or on the Internet to keep, lend, give, or 

sell outside of the legal license agreement;  

Å I will not use shareware beyond the trial period specified by the program unless I purchase it;  

Å I will not download any copyrighted materials from the Internet without the permission of the 

copyright holder. This includes but is not limited to music and video files. 

 

 

4. I understand the importance maintaining the technology; therefore:  

Å I will not attempt to bypass or disable any security and/or antivirus software installed on my computer 

or on the network;  

Å I will inform the technology department about problems with technology and follow the repair process 

implemented at my work site;  

Å I will maintain my computer by performing periodic updates when prompted including, but not limited 

to, Windows, antivirus, and network client;  

Å I will protect important files by saving them to the available server;   

Å I will not knowingly create or introduce any virus to any equipment. 

Å I will be responsible for any damages to technology equipment beyond the normal wear and 
tear of the equipment.  

 

  

USER RESPONSIBILITIES FOR EMPLOYEES WHO SUPERVISE STUDENTS USING 

TECHNOLOGY  

 

Å An employee is required to be present and able to provide adequate supervision when any student is using 

the network and/or Internet.  

Å All student use of the network and/or Internet must be authorized by an employee and must support the 

educational learning goals and objectives.  

Å As part of all Internet lessons and periodically during other technology lessons, acceptable use of 

technology and telecommunications should be reviewed.  

Å All students must have a signed Acceptable Use Agreement Form on file before they can access any 

technology.     

Å Any employee who observes a student violating the Acceptable Use Agreement Form must report the 

student to the school administration according to the procedures in place.  
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Å Web portals, such as approved school websites, are designed to encourage communication between school 

and home. Use of portals as a primary access point for teachers, students, and home communication is 

encouraged.   

 

NBCSD employees who fail to comply with the above rules may risk disciplinary actions.  NBCSD shall 

cooperate with proper authorities, should the need arise. 

 

I have read the rules and regulations above.  I also understand that any computer is subject to random auditing. 

 

 

Employee Signature: ____________________________________________  

 

 

Date: _____________________  

 

 

Employee Name (please print): ___________________________________________  

 

 

THIS SIGNATURE PAGE MUST BE ON FILE AT THE OFFICE OF THE SUPERINTENDENT FOR 
THE EMPLOYEE TO MAINTAIN TECHNOLOGY ACCESS.  
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